Instrukcje bezpieczenstwa uzytkowania

Niniejsze wskazéwki maja na celu bezpieczne uzytkowanie urzadzenia monitorujacego przeznaczonego
do montazu na zewnatrz. Nalezy je przeczytac i stosowac przed instalacja, konfiguracjq oraz podczas
eksploatacji.

1. Przeznaczenie i ograniczenia uzytkowania

Urzadzenie jest przeznaczone wylacznie do monitoringu w warunkach zewnetrznych zgodnie z
jego przeznaczeniem.

Nie uzywaj urzadzenia do celow niezgodnych z instrukcja obstugi lub w sposéb mogacy stwarzac
zagrozenie dla ludzi, zwierzat albo mienia.

Nie modyfikuj konstrukcji, elektroniki ani oprogramowania urzadzenia.

Nie zastaniaj elementéw optycznych, czujnikéw ani otworow wentylacyjnych, jezeli wystepuja.

2. Bezpieczna instalacja

Montaz wykonuj na stabilnym podtozu, na odpowiedniej wysokoSci i w miejscu chronionym
przed przypadkowym uszkodzeniem mechanicznym.

Przed wierceniem upewnij sie, Ze w Scianie nie przebiegaja przewody elektryczne, rury ani inne
instalacje.

Stosuj wylacznie elementy mocujace odpowiednie do rodzaju podtoza oraz masy urzadzenia.
Urzadzenie instalyj tak, aby nie stanowito przeszkody komunikacyjnej i nie grozito spadnieciem.
Podczas montazu zachowaj ostroznosc¢ przy pracy na wysokosci i uzywaj odpowiednich srodkow
ochrony osobistej.

3. Zasilanie i przewody

Uzywaj wylacznie zasilania zgodnego z wymaganiami urzadzenia oraz odpowiednich,
sprawnych przewodow.

Nie uzywaj uszkodzonych kabli, wtyczek, zasilaczy ani gniazd.

Chron przewdd zasilajacy przed zgnieceniem, przecieciem, skrecaniem i nadmiernym
naprezeniem.

Polaczenia elektryczne wykonuj w sposob zabezpieczony przed wilgocia, deszczem i

bezposrednim kontaktem z woda.

Przed czyszczeniem, regulacja lub demontazem odlacz urzadzenie od zasilania.

4. Warunki srodowiskowe

Nie wystawiaj urzadzenia na dzialanie ognia, wysokiej temperatury, Zrodet ciepta ani substancji
tatwopalnych.

Unikaj pracy urzadzenia w miejscach narazonych na zalanie, intensywne zachlapanie lub skrajne
warunki, ktore przekraczajq zalecenia producenta.

Nie kieruj urzadzenia bezposrednio na silne Zrodta Swiatla, ktére mogg utrudnia¢ dziatanie optyki
lub powodowa¢ odblaski.

W przypadku silnego wiatru, burzy lub ryzyka uszkodzenia mechanicznego sprawdz stabilnos¢
montazu i stan przewodow.

5. Bezpieczna obsluga funkcji ruchu i sledzenia



e Podczas dziatania funkcji obrotu, $ledzenia lub automatycznego patrolu nie wktadaj rak ani
innych przedmiotéw w strefe ruchu mechanicznego.

e Zapewnij wolng przestrzen wokoét urzadzenia, aby jego ruch nie powodowat kolizji z elementami
budynku, okablowaniem lub przeszkodami.

¢ Nie dopuszczaj dzieci do zabawy urzadzeniem ani do manipulowania przy ruchomych
elementach.

o Jesli urzadzenie wydaje nietypowe dzwieki, wykonuje nieprawidtowe ruchy lub zatrzymuje sie w
niebezpiecznej pozycji, wylacz je i odlacz od zasilania.

6. Oswietlenie nocne i promieniowanie optyczne

e Nie patrz bezposrednio w diody podczerwieni ani inne Zrodla Swiatla urzadzenia z bliskiej
odlegtosci.

¢ Unikaj kierowania urzadzenia na twarz cztowieka z matej odleglosci, szczego6lnie w trybie
nocnym lub przy aktywnych diodach.

e W przypadku wystapienia dyskomfortu wzroku przerwij obserwacje i oddal sie od urzadzenia.

7. Lacznosc, siec i dane

Stosuj bezpieczne hasta dostepu do aplikacji, konta i sieci Wi-Fi oraz zmieniaj je regularnie.
Nie udostepniaj danych logowania osobom nieupowaznionym.

Aktualizuj oprogramowanie i aplikacje wylacznie z zaufanych zrédet.

Jezeli urzadzenie jest uzywane do monitorowania przestrzeni zewnetrznej, upewnij sie, ze jego
ustawienie nie narusza prywatnosci oséb trzecich.

¢ Przechowuj nagrania i dane w sposob zabezpieczony przed nieautoryzowanym dostepem.

8. Czyszczenie i konserwacja

Do czyszczenia uzywaj miekkiej, suchej lub lekko zwilZonej Sciereczki.

Nie stosuj agresywnych srodkoéw chemicznych, rozpuszczalnikow ani materiatow Sciernych.
Przed czyszczeniem odlacz zasilanie i upewnij sie, ze urzadzenie nie pracuje.

Regularnie sprawdzaj stan mocowarn, przewodow, obudowy i elementow optycznych.

Jesli zauwazysz pekniecia, korozje, slady przegrzania lub uszkodzenia mechaniczne, zaprzestan
uzywania urzadzenia do czasu kontroli przez wykwalifikowang osobe.

9. Postepowanie w razie nieprawidlowosci

e W przypadku zapachu spalenizny, dymu, iskrzenia, przegrzewania lub wycieku natychmiast
odiacz urzadzenie od zasilania.

¢ Nie probuj samodzielnie naprawia¢ uszkodzonego urzadzenia, jesli nie masz odpowiednich
kwalifikacji.

e Jesli urzadzenie zostato zalane lub narazone na silne uszkodzenie, nie uruchamiaj go ponownie
przed sprawdzeniem stanu technicznego.

10. Utylizacja

e Zuzytego urzadzenia oraz jego elementow elektrycznych nie wyrzucaj do odpadéow
komunalnych.

¢ (Oddaj je do odpowiedniego punktu zbiorki elektroodpadow zgodnie z lokalnymi przepisami.

e Baterie, akumulatory i akcesoria, jesli wystepuja, utylizuj osobno zgodnie z obowiazujacymi
zasadami.



11. Zalecenia dodatkowe

e Przed pierwszym uzyciem zapoznaj sie z pelng instrukcja obstugi i zachowaj ja do p6zniejszego
wgladu.

e Uzywaj urzadzenia wyltacznie przez osoby doroste lub pod ich nadzorem.

e W razie watpliwosci co do bezpieczenstwa instalacji lub eksploatacji skonsultuj sie z
wykwalifikowanym instalatorem lub specjalista.
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Table of Contents o General In uction

Ctronics CTIPC Series Cameras consist of a wide range of indoor and outdoor
cameras with different shapes and functions. User may monitor multiple cameras
1. General Introduction on the same device. Ctronics CTIPC Series Cameras supports Android and iOS
mobile phones and tablets, Windows PC and Mac. All cameras are equipped with
2. Set up the Camera LAN port and Wi-Fi module, supporting wired and wireless connection.
2.1 Set up the camera with Mobile Application -
2.2 Set up the camera with PC/MAC Software --
2.3 Set up the camera with PC browser
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*Above images are only for reference. Your camera may have a different outlook.

*Certain camera may have four branches on the cable. The fourth branch is used
to connect external speaker if this model supports speaker function.

Each camera is delivered with below accessories in the package:

1Antenna;

1 Power adapter;

1 LAN cable;

1 User manual;

1 set of Screws for mounting.
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o Set up the camera

The camera starts to run immediately after connection with power supply. It can
be used as a standalone video recorder.

It’s recommended to connect the camera with your mobile device or PC. After the
setup, you'll be able to access the camera more conveniently. There're 3 ways to
set up the camera: with mobile application, with PC software, with PC browser.

2.1 Set up the camera with mobile application
No LAN cable is required if you set up the camera with mobile application.
Step 1: Preparation
1.Download mobile application “Ctronics” from Google Play or App Store
to your mobile device;
2.Connect the camera to power supply and keep it close to your
mobile device.
Step 2: Connect the camera to mobile device
1.Enter WLAN settings of your mobile device, find the network named
“IPCAM-XXXXXX" in the network list. This is the network of the camera.
2.Connect this network with password “01234567", your mobile device will
be connected to the network of the camera;
Step 3: Connect the camera to Wi-Fi network
1.0pen mobile application “Ctronics” on mobile device, you may add the
camera either by “Scan QR Code add UID” or “Search camera from LAN;
The camera will be displayed with status “Online”. (Picture 1)
2.Click on Setting icon on the interface (Picture 1) to enter camera setting
menu. Go to Wi-Fi setting, click on Wi-Fi manager, select your Wi-Fi
network in the list, input your Wi-Fi password and save the setting. The
camera is now connected to your Wi-Fi network.

Cam Edit

Camera S

Picture 1
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2.2 Set up the camera with PC/MAC Software
LAN cable is required if you set up the camera with PC/MAC software.

Step 1: Preparation
1.Download and install PC/MAC software “HiP2P” from Support -
Download of Ctronics website www.ctronics-tech.com ;
2.Connect the camera to power supply;
3.Connect the camera to the router by LAN cable. Make sure that your
PC/MAC and your camera are in the same local network.

Step 2: Connect the camera in HiP2P software

1.Run “HiP2P” software on your computer;
*By default, there’s no password for the software. You may leave the
password blank.

2.Click on Auto-Add icon on the menu bar (Picture 2).

3.The software will find and add the camera automatically. Within a few
seconds, the camera will be displayed on the interface with status
“Online” (Picture 2).

Picture 2

Step 3: Connect the camera to Wi-Fi network

1.Click on Settings icon on the menu bar (picture 3);

2.Click on Parameter settings, select the camera XXXX-XXXXXX-XXXXX
(camera UID) under Region, click on Wi-Fi, Wi-Fi setting window will
appear;

3.Click on Search to show all available Wi-Fi network, select your Wi-Fi
network, input your Wi-Fi password (Key) and Apply the setting. The
camera is now connected to your Wi-Fi network.
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2.3 Set up the camera with PC browser
LAN cable is required if you set up the camera with PC browser.

Step 1: Preparation
1.Download PC software “SearchTool” from Support - Download of Q Ll) H '\ E { ‘S 0
Ctronics website www.ctronics-tech.com and install the software on a5l
your PC;
2.Connect the camera to power supply;
3.Connect the camera to the router by LAN cable. Make sure that your PC Welcome!seect what you want to de:
and your camera are in the same local network.

Step 2: Connect the camera in PC browser jm
1.Run “SearchTool” on your computer, the software will display the camera Setup softwaralfirst time)
and its detailed information in the list (Picture 4);
2.Double-click on the camera to open camera interface with PC browser; Picture 5
3.Input default user name “admin” and default password “admin” to enter Step 3: Connect the camera to Wi-Fi network
welcome page of the camera; 1.Go to Settings — Network — Wireless to set Wi-Fi for the camera
4.Selectlanguage and click on PC View to access the camera (Picture 5) (Picture 6) ;
2.Click on Search to display all available Wi-Fi networks, select your
Wi-Finetwork, input your Wi-Fi password (Key), apply the setting. The
camera is now connected to your Wi-Fi network.
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Delete camera: Click on Editicon on top of the interface or slide the camera bar

" MP.CAMERAY 7 ) o
0 JJJ _Ija J., to the left to show delete option

W View camera: Click on camera image to enter real-time surveillance interface
e Wireless (Picture 8).

Enable Wireless:  » g

i jekonics
Securitymode: | WPA-PSK_ V|
WPA Algorthm:  AES v

Key I

Gamia

Picture 6

e Introduction of Mobile Application

With Ctronics app, you're able to connect multiple Ctronics CTIPC series Wifi
cameras on the same mobile device. There're 4 tabs on the interface: Camera,
Picture, Video, About. Picture 8
***Attention: Functions on this interface are not available on all CTIPC cameras.
3.1 Camera A . :

X o . Please refer to product description or contact us for the available functions of
This main interface allows you to add camera, delete camera, view camera and your camera model.
access to camera settings.
X . X Camera Settings
Add camera: you may add any online camera simply by input the UID, user name
and password of the camera to add itinto the app (Picture 7). Click on Settings icon to access camera settings (Picture 9). e sazsws

£ Back Add Camera Done - Change Password Mare Satting
Default password is admin. It's recommended to modify
the password to protect your camera.

Aciion with Alem

Name Camera . Frurzniling Settuie
- Alarm Setting

Enable/disable motion detection of the camera, set
User Name admin detection area and sensitivity, set audio alarm (not Weo Baing
available for all models).

W-E Sating
gl ﬁ\) - Action with Alarm s B
Define the actions to be taken when the camera detects
Password T movement: send alarm notification, record video to SD Time Satting
card, send email with pictures, send pictures and videos

Picture 7 ‘ toyour FTP server. Picture 9

Authe Sating
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—-Recording Schedule

You may enable/disable continuous recording of the camera, set the length of
recorded video, select quality of recorded video. Note: More detailed recording
schedule may be set with PC browser or PC software.

-Audio Setting
Set input/output volume (only for camera with audio function).

-Video Setting
Set video parameters and select frequency. Note: video parameters are automatically
adjusted by the camera. It's not necessary to modify the values.

-Wi-Fi Setting
Set Wi-Fi network for the camera.

-SD Card Setting
Check SD card storage and format SD card in case of need.

-Time Setting
Set time and time zone for the camera.

***Attention: Default time zone of the camera is set to GMT+8. Please modify the
time zone after connection with the camera.

—~Email Setting
Input email information after you enable email alarm. You may find our document
about email setting in Support — Download of our website.

-FTP Setting
Input FTP server information after you enable FTP transmission. Please check with
your FTP server provider for server information.

-System Setting
Reboot camera and Reset Camera.

-Device Information

Information about the camera including software version, IP address, etc.

3.2 Picture

Touch Picture tab and select a camera to watch the pictures taken manually
during monitoring.
These manually-taken pictures are saved in the memory of your mobile device.

3.3 Video
Touch Video tab and select a camera to watch recorded videos.
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Local

Videos taken manually during real-time surveillance can be found in Local. These

videos are saved in the memory of your mobile device. Click on the download icon
['_r]’ to download the video to the Album/Photos of your mobile device.

Online

Automatically recorded videos can be found in Online. There are two types of
automatic recording: Alarm Recording and Planned Recording (or Scheduled
recording). These videos are saved in the SD card of the camera.

By default, the interface will display all recordings in past 6 hours. User may click on
Search on top to the right of the interface to find the recordings of a specified period.

Click on the recording to show two options: Playback and Download. Touch

Playback to play the video directly; Touch Download to download the video to Local
file.

3.4 About
Version information of the mobile application.

0 Introduction of PC/Mac Software

With PC/Mac software “HiP2P”, you're able to connect multiple Ctronics CTIPC
series Wifi cameras on the same PC. All software can be downloaded in Support —
Download of Ctronics web site.

***Attention: Mac software has a more simplified interface compared to
Windows software. Many functions may only exist in Windows software.

By default, there’s no password for the user “admin” in the software. You may leave
password blank and confirm to access the functions on the interface.

Menu Bar
There're 8 function icons in the menu bar. They are (from left to right):

Preview, Auto-Add, Local Playback, Remote Playback, Settings, System Logs,
Switch User, Exit.

Preview:
Refer to below image for functions on the interface (Picture 10).

***Attention: not all functions are available on your camera. Please refer to
product description or contact us for available functions of your camera.

-10- -www.ctronics-tech.com-




IPCAMERA TS O DHE R T,

Picture 10

Auto-Add:
One click to add cameras of the same LAN automatically.

Local Playback:
Playback videos which are saved locally in the hard disc of the computer.

Select camera, type of recording, date and time to find the recorded videos in PC hard
disc.

Remote Playback:
Playback videos which are saved in the SD card of the camera.

Select camera, type of recording, date and time to find the recorded videos in camera
SD card.

Settings:

-Device Management (Picture 11)
Manage cameras in the software
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IPCAMERA @

Davice Managamant

Parameter settings

Record Managemant

Alrm Management

Usar Managemant. [T —— Add remote camera
Other Sattngs -

——Edit online camera

Search/add camera

in local network

Picture 11

-Parameter Settings (Picture 12)
Set parameters of the camera.

IP CAMERA e O; iy

Davice Managemant
Parameter settngs
Record Management
#arm Management:

Metwark

User Maragament 50 Card

Other Sattnos Timed capture

Motion Detecton
Picture 12
-Record Management
Setrecording in PC hard disc: enable/disable recording, set recording schedule,

path of storage, etc. Attention: It's necessary to keep the software running on PC
to be able to record video in the hard disc of PC.
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-Alarm Management
Set alarm function on PC: enable/disable alarm on PC, set alarm schedule, set alarm
recording in PC hard disc, set sound alarm on PC.

-User Management
Manage users of the software on this PC.

-Other Settings

9 Introduction of Web Interface (Internet Explorer)

Attention:

-It’s recommended to use Internet Explorer to access the camera on web interface.

With other browsers, some important features (SD Card, Motion Detection) may
not be displayed.

-Certain functions displayed on the interface may not be applicable on your
camera. Please refer to product description or contact us for the functions
supported by your camera.

-Image display in Internet Explorer requires the installation of ActivX. You may
follow instruction on the interface (Picture 13) to download and install the plug-in.

Gvumuuﬂ

i actee o
2 Yoy T STIEC), D 1 A0 DT V60N 0 ACHYESE ORI 07 0 100 10 Vo
he Aty o) s wels g S1A1 O evace, T Yoo Caft Vi I VI8

Picture 13

5.1 Preview Interface (Monitor)
7wt T

Picture 14
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5.2 Settings Interface

-Media

Video: video parameters are set automatically. It's not necessary to modify the values.
OSD set: select information to be displayed on screen.

Image: image adjustment, flip and mirror image, adjust image mode (only for
professional users)

Audio: set audio function

-Network

Network: set IP address and DNS, HTTP/RTSP/RTMP port for the camera (only for
professional users).

Wireless: set Wi-Fi network for the camera.

Ddns: set DDNS for the camera (only for professional users).

ONVIF: set ONVIF when the camera is connected to ONVIF NVR.

P2P: camera use P2P technology to realize remote access, please make sure that
P2P is setto ON.

-Alarm

Audio alarm: set whether to trigger alarm upon sound.

Motion detection: define up to 4 detection areas and set detection sensitivity of each
area.

Alarm: define actions to be taken upon motion detection, including sending alarm
email, saving image/video on FTP server, saving image/video in SD card, moving to
preset position (PTZ camera only), activating sound alarm.

Schedule: set detailed time table for motion detection. Green means selected.

-Advanced

User: modify user name and password.

Auto snap: take pictures automatically and save to SD card or FTP server, set detailed
time table for automatic pictures.

Timer record: enable/disable continuous recording, set recording length, set video
quality, set detailed time table for continuous recording. Green means selected.
Email: input email information (necessary when email alarm is enabled).

FTP: input FTP server information (necessary when FTP transmission is enabled).
Terminal: parameters for PTZ cameras (only for professional users)

485Set: parameters for PTZ cameras (only for professional users)

Multiple settings: add cameras of the same LAN to web interface for viewing at the
same time.

Video shade: select not to view specific areas (up to 4 areas). Note: it's necessary to
input standard RBG code for Color.

Restart timer: set automatic restart of the camera.
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-System

Time: set time and time zone for the camera.

Initialize: select language for the web page, reboot camera, reset camera, upgrade
camera firmware.

Device information: device information such as IP address, firmware version, etc.
System Log: system log.

1.How can | turn on the camera?

The camera will power on automatically as soon as it’s connected to power supply.
There’s no power indicator on the camera. You may cover the light detector on the
camera to simulate the night and check if the infrared Led can light up. If yes, the camera
is well powered on.

2.1 cannot find camera network “IPCAM-xxxxxx” and cannot connect my mobile
device to the camera.

Please reset the camera to factory default settings and search for the network again on
your mobile device.

3.How can I recover the password of the camera if | forget it?
The password cannot be recovered. If you forget the password, you'll have to reset the
camera to factory default settings and set up the camera again.

4.How can | reset the camera to factory default settings?

If the camera is connected online, you may find reset option in the mobile application or
PC software to reset the camera. If the camera is offline, you may hold the reset button
on camera cable for 15-20 seconds to reset the camera.

5.How can | delete the recordings in the SD card?

The camera will erase the oldest recordings in the SD card automatically when the SD
card is full. If you hope to delete the recordings manually, you may go to SD card setting
and format the SD card.

6.1 set Wi-Fi network for the camera. However, the camera is disconnected as soon
as | unplug network cable.

The camera does not support special letters (€ 2 6 ...) or symbols (@ # & ...) in Wi-Fi
SSID and Wi-Fi password. Please use standard English letters and numbers. At the
same time, please check in your router setting and make sure that the encryption of your
Wi-Fiis not set to combined algorithm of AES+TKIP, which is not supported by the
camera.

7.The time displayed on the recorded video is not correct. There’s a difference of
several hours with the real time of the recorded event.

-15- -www.ctronics-tech.com-

By default, the time zone of the camera is set to GMT+8. Please enter Time setting of the
camera and select the correct time zone for your camera. If you've got summer time,
please enable DST (Daylight Saving Time). After selection of new time zone, please
remember to validate the modification. The camera will restart to get the correct time.

8.The alarm recording lasts only 15 seconds. How can | modify the length of the
alarm video?

The length of alarm video is fixed at 15 seconds and cannot be modified. At the end of 15
seconds, if the camera continues to detect movement, it will start a new recording. In the
end, if the movement lasts more than 15 seconds, there will be multiple recordings.

9.1 keep receiving frequent alarm notification and emails, but when | check the
image, there’s nobody.

The camera calculates the change of pixels on the image to judge if there’s movement.
Due to this fact, the camera is not able to differentiate moving objects: it may be dogs,
trees, insects, sudden change of light, etc. It's highly recommended to define specific
detection areas in order to reduce false alarms. By the way, during raining and snowing
days, as the pixels on whole image are changing, the motion detection of the camera is
not reliable.

10.1 don’t know how to input email information in email setting.

We have a document about email setting with various email providers. You may find it in
Support — Download of our website www.ctronics-tech.com .You may also contact us by
email to receive the document.

11.I’ve enabled alarm notification. However, | still cannot receive notification on
my smartphone when there’s motion detection.

This may happen on Android phone, because Android system will shut down apps in the
background to save battery. When the app is shut down, it won’t be able to send
notification. You may enter Battery Management/Battery Optimization in the setting of
your Android phone and allow the running of the app Ctronics in the background.

12.The camera is working correctly during the day. But | can see nothing at night.
The image is totally black.

This may be caused by wrong LED mode. Please open mobile application and enter
real-time surveillance interface. Click on Bulb symbol on top and set the mode to Normal.
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13.1do not have a router. How can | access the camera directly with my computer?
The camera has a fixed IP address: 192.168.1.88. You may connect the camera to your
computer directly by network cable, modify the IP address of your computer to 192.168.
1.20. Then you may input 192.168.1.88 in the browser of your computer to access the
camera.

14.I’'ve enabled transmission of image and video to FTP server. However, | only
receive image in my FTP server. The alarm video is not saved on the server.

The camera has not enough memory to execute the task of video transmission to FTP
server. Please install SD card in the camera and the video transmission will be done.

15.1 access the SD card and get the recorded video. But | cannot play it on my
computer.

Recorded videos are under H264 format which is our proprietary format. You may
download the software “HiPlayer” from Support — Download of our website www.
ctronics-tech.com to play the video.

You may also download the software “FileConverter” to convert the video from H264 to
AVI.

16. My camera has been running normally in past months. However, it has been
disconnected since yesterday. How can | reconnect the camera?

Firstly, please make sure that there’s no problem with your network. Secondly, please
check if the infrared Led can still light up at night. If no, there may be problem with power
supply and we recommend to replace the power adapter. If yes, please reset the camera
to factory default settings and connect the camera again. If the reset does not solve the
problem, please contact us by email and we’ll give you a solution.

For any questions about your camera, please contact our service team by email support
@ctronics-tech.com. We'll reply to you within 24 hours.
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